HOW TO BLOCK IP OR MAC ADDR ON UBUNTU ROUTER WITH IPTABLES

1. add this rules (ip or mac depends on your network).

For IP : iptables -I FORWARD -s 192.168.1.7 -j DROP
For MAC : iptables -T FORWARD -m mac --mac-source 44:8A:5B:8D:43:3A -j DROP

2. for permanent, add this rules on /etc/rc.local.
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GNU nano 2.2.6 File: Jetc/rc.local Modified

iptables -t nat -A POSTROUTING = 192.16[.1.0/24 -0 eth® -j MASQUERADE
iptables -t nat -A PREROUTING 192.168.1.0/24 -p tcp --dport 80 -j REDIRECT --to-ports 3128

-I FORWARD 192.168.1.7 -j DROP
-1 FORWARD -m mac --mac-source 44:8A:5B:8D:43:3A -j

g4 Get Help gt Writeout B Read File @ Prev Page @y Cut Text g¢ Cur Pos
& Exit 8 Justify &l Where Is WY Next Page WY UnCut Text &l To Spell

Doc 31/03/2017 padliyulian@ymail.com



