CONFIGURASI MIKROTIK VPN PPTP

Ket : Simulasi menggunakan GNS3, VirtualBOX (mikroTIK, windows7)

ip, netmask, gw,dns hanya perumpamaan.

Tujuan : menghubungkan 2 LAN yg berberda lokasi dengan membuat tunneling

memanfaatkan koneksi internet.

1. topology (LAN -- OfficeA -- INTERNET -- OfiiceB -- LAN)
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2. set ip address mikrotikl.

1>

Flags: X — disabled,
ADDRESS

LAN

192 .168.10.1-24

WAN

oy
PR

line 33 of 33> _

192.168.108.1-24

I - invalid, D - dynamic

NETWORK
192.168.168.8

192.168.1680.8

INTERFACE
ether?

etherl

=0l ]

Flags: X - disabled,
ADDRESS
WAN

FRFE

192.168.108.2-24

LAN

19Z2.168.28.1-24
1>

PR

I - invalid, D - dynamic

NETWORK
192 .168.100.8

192 .168.28.8

INTERFACE
etherl

etherz
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4. set ip address windows1 (jgn lupa disable update otomatis, firewall, set passwd
protected sharing off).

4 w1 [Running] - Oracle VI VirtualBox | Tlll:lll._)'(;_'[

Machire View Devices Help

ﬁ Network Connections u .. _5 =

‘@Ov IQ ~ Gonitrol Panel ~ Network and Internet - Network Cannections = - I Search Metwark Connections ﬂ

Crganize v  Disable this network device  Disgnose this connection  Rename thisconnection  View status of this connection. » =2 » [ @

o 1lﬁ Local Area Connection Status il

[ !! Local Area Connection '

- Network General =
& I Network Connection Details x|

Cornection  Network Connaetion Details:

W85 Intel(R) PRO/000 MT Deskton

[PrCont | Property [[Valoe:

]PVEEDT'“ Connection-specific DN...

Media Stz Description Irtel{R)} PRO/1000 MT Desktop Adapter

Duration: | | Physical Address 08-00-27-30-13-02

Speed: | | DHCP Enabled Ne
|Pvd Address 1592 168.10.2

Details | |Pv4 Subret Mask 255255 2550
|Pvé Default Gateway 152 168101
|Pv& DNS Server 3888
Acﬁwt!_i | |Pvd WINS Server

MNetBIOS over Topip En...  Yes
Link+ocal IPve Address fe80::c886:44df . 50a:5BREL 1T
|PvE Default Gateway

il |Pv& DNS Server [%
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5. set ip address windows2 (jgn lupa disable update otomatis, firewall, set passwd

protected sharing off).

Machine View Deviees Help

3% w2 [Running] - Oradle VM VirtualBox = _EI %

EnetworkComnections -\ x

) [ - Convpanel ~ Neiorkand temet - hebrs Camecons -

- I Search Metwork Connections

Organize *  Disable this network device  Disgnose this connection  Rename this connection

View status of this conmection » 22~ [ @

Link4ocal IPvE Address
IPvE Default Gateway
|Pw6 DNS Server

4

fe80:1d70:2c52:9750:5c9%:11

g =
bl e |
/1000 MT Deskton Nm & ::. i : o Dt:':t_":i'rl%i

Property [ Value

Connection-specific DN...

Description intel{R}y PRO/1000 MT Desktop Adapter

Physical Address 08-00-27-25-EF-AB

DHCP Enabled Na

|Pvé Address 152.168.20.2

|Pwd Subnet Mask 255255 2550

|Pvd Default Gateway 152.168.20.1

IPvé DS Server 2288 Ly

IPwd WINS Server

MetBIOS over Tepip En...  Yes
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6. login winbox (w1l ke mk1), set pptp server.

Machine View Devices. Help
admin©®192.168.10.1
Sessions  Settngs  Dashboard

Safe Mode: Session:|132.168.10.1

A Guick Set
I CAPSMAN

[ Interfaces

roTik)

nBox v6.29.1 on xB6 (x86)

E* 1 [Running] - Oracle VM VirtualBo:
ecyd

Windows 7

WGA Remo. . T Wireless ntefface | PPPOE Servers Secrels | Profes | Active Connections |
D
i e #-| =| [ ] [=] |7 | #P2 Scamer | FTE Sener || 55TP Sever H LETP Server || OVPN Server || PPPoE
i [ Name + [Type |Lzmtu [T | T Packet fo/s) |Rxl
Vissh
gl P I
561 IPvE I+ V[ EaTed ]
I M MTU: [1250

& Routing ! Mesc MRL: [1250
€5 System ¥ WRRU -

Orade vM ;g:‘eﬂeg Keepalive Timsout: |30 -

it | Fies

B F 1og Diefaut Frofile: [defaut-encyption
L‘J Bty m
B Radis Authartication: v mschap? [ mschapT s

% [chap [pap
y 9 Todls |
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Mozlla Firefox =P

| Mske Supeut i
@ Vel

. New WinBox
~WRLIETD. .. [rstat|

7. set ppp secret, input name & passwd. set lokal ip & remote ip yg akan terbentuk
saat koneksi pptp on.

1 - Oracle VM VirtualBo; =10l x]
Devices. Help

® admin©192.168.10.1
Sessions Settngs Dashboard

Safe Mode: Session:|132.168.10.1

A Guick Set
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3. CAPsMAN
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% Todls I+

New Temninal
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Umtbpesin [ v
mBpesow [ |~
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8. set default route (dst lan of ficeB, gw ke ip pptp remote addr).

o=
=1l x|

Sessions  Settngs  Dashboard

Safe Mods | Session:[192.168.10.1 {6}

A Guick St
. CAPSMAN
Windows 7 Linhisiind -
WGARemo... T Widess Foute <192.168.20 0/24> H
" 1 2
2 Bidge General | Abutes o :
EEPPP Dst. Address: |[EPR Cance 2
2 €
faHeh Gatoway: |192.168.0.2 5| [ s H
P I - N =] & | [ 2 tine-34ms
= 2 tine-33ns
5 PvE || e Gatevey | |+ | (et % Cimogems
Ir Type: [unicast [=] | | Commer 2 Einedane
# Routing ! o 2 €ime=-33ms
R Distance: [1 |« E 2 time=34ms
55 Gystem e G P 2 time=34ms
. | 2 tine=33ms
e & Gueves s Bl 2 Cine=3ins
Vir tualBox (2] Files Target Scape: [10 | z time=33ms
2
. Log Routing Mark; | |~ 2
= 2 ime = ms
P Radis Pt | = 2 time=34m:
% Todls I+
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9. login winbox (w2 ke mk2), set pptp client (dial out ke ip public OfiiceA, inputkan
user dan pwd sesuai dengan seting pptp server).

4 w2 [Running] - Oracle VH VirtualBox =1of x|
hine  View Devices Help

® admin@192.168.20.1 (MikroTik) - WinBox v6.29.1 on xB6 (x86) =18l x]
Sessions Settings Deshboard

(=] Sefe Mode | Session:[192.163.20.1 I}

4o Ouick 52t

. CAPsMAN
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10. set default route (dst lan officeA, gw ke ip pptp local addr).

ox N =|o|x
Machine Y D 2l
® admin@192.168.20.1 (MikroTik) - WinBox v6.29.1 on x86 (x86) i =18 x|

Sessons  Settings Dashboard

E‘E ['Sefelloge | Session:[152 168.20.1 5

A Quick Set
3 CAPsMAN
i ntert
il | Route 192,168 10.0/24>
i Wirsless
Genel | Atrbutes
a4 Bridge | oK
& PPP Dst. Address: | PRI RUNIES | Carcel
13 Mesh Gatewsy, |192.182.0.1 |[#] [reachable potp-out = Zpply
IP P
Check Gateway: | |- Disable
| IPv6 T
5 MPLS P Type: |unicast [=] | | Commer
5 5 Cooy
Bating Distance: |1 |-
5 System i Remave
Seope: |30 |

8 Quzues

[ Fles

\
1
Target Scope: |10 |
[
\

B Routing Mark;
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Tools I

B Mew Temninal
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11. tes ping (windows1 OfficeA ke windows2 OfficeB).

" o 10:33PM
” "% % ”” 8/11/2015 =

B2 & a8 i (0| D [Friohtenl

=0l

Windows\system32\cmd.ex;

C:Usersisaturipcondig
“ipcondig’ is not recegnized as an internal or external command.
operable program or batch file.

C:\Usersisaturipconfig

Windows IP Configuration
Windows 7

st Ethernet adapter Local Avea Connection:

Connection-specific DNS Suffix
Link-local IPu6 Address feB@::cBB6 :44df :5fBa:5865x11
TPu4 Add) 192 .16
Subnet Mask 255.255.255.8
192.168.10.1

Tunnel adapter isatap.{23ECFD23-8D5D-4F38-AEAB-BDI66FF2D6ACS :

Media State .

B GE R YRR E G Media disconnected
Connection—specific DNS Suffix

Tunnel adapter Local Arvea Connection» 9:

Media State . . . . . . . . . . . Media disconnected
Connection-specific DNS Suffix

Orade VM

Vir tualBox C:\Usershsatudping 192.168.208.2

Pinging 192.168.20.2 with 32 bytes of data:
Reply from 192.168.20.2: bytes=32 time=ims TTL=126
Reply from 192.168.20.2: hytes=32 tim ms TTL=126

Ping statistics for 192.168.28.
Packets: Sent - 2. Recelved — 2, Lost
Nkt fNpproxinate round trip times in milli-seconds
Hinimum = ims,. Maximum = ims,. Average = ims
(Enntrﬂlfc

C:\Usershsatul>

" 10:45PM
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time=33ms
time=33ms
time =33ms
time=33ms
time =33ms
time=33ms
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time =33ms
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time=33ms
time =.

2
2
2
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2
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2
2
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time=33ms

time=33ms
time =33ms

time=33ms
time=33ms
time=34ns
time =33ms
time=34ms
time=33ms
time=33ms
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time=33ms
time=33ms
time=33ms
time=33ms
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12. tes copy file (win2 OfficeB ke winl OfficeA).

I

=1e| x|
= 23 [ sesrch Deskion 2
Orgenize v Indudeinlibrary =  New folder w7
R— (e e g | rvpe | sze -] | [l
k3 [l C\Windows\system32\ping.exe
B Desktop B wi 8/11/20159:06PM  Fle folder =
From z
4 Downloads 2
% Recent Places 2
5
& Ubraries 2t
|| Documents 2 ti
X 2 time=34ms
o Music 2 time=-3dms
[ Pictures 2
B videos H
2 tine=33ms
2 time=33ms
1% Computer 2 time=33ms
2 time=33ms
2 tine=33ms
i niane 2 time=32ms
x| Z time=33ms
2
H
: 2
757 Typethename of a program, folder, document. or Internet 5 Cime—33me
= resource, and Windows will open it for you.
o v\ 192.168.10.7] |

| sose. |

PM

- "% % ﬂ”} ﬂl;'uufzms
B () 528 vl 0| ) (3JRantcel

13. (tes koneksi tanpa pptp client mikrotik) tambahkan 1 user lagi untuk tes koneksi
pptp client win7.

‘Wi [Running] - Oracle VI VirtualBox =1
Help

hine  View Dewvices

® admin@192.168.10.1 (MikroTik) - WinBox v6.29.1 on x86 (x86)
Sessions  Settings  Dashboard

Sefe Mode | Session:[192.168.10.1 ]
A Quick Set
T CAPSHAN
Windows 7 i interfaces |

W ), [ |
WGA Rema... T Wireless : B
e 3 . Bt
&% Endge :
BF PPP
et Password: [ |a =%t Lo =
i3 I fi Cos Servicer oy |[®
= o ervice: [any 2 A1/
P i s |
77 WPLS ¥ Profie: [cefautsncopton | %]
#8 Folting I
oyt " Local Address: [152.162.0.1 Jo [ o |
B Queves Remote Address: [152.168.0.3 4 | Remove

e Remoie PusFrefic [ |+
|| Log

B Foces O
& Tools i
= ) T — I+

i New Termingl |2 tems (1 selected)

= imBgesOt: [ |~
L 1ok Serat | 1y lssloggedOu: [ | %

& Manual 3 tems
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Dew WinBox
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14. set up new connection -> connect to a workspace.

— s ol m
R} ‘ : £
©

Bin VPN mikrotik

“ and Sharing Center ~ k23 [ seerch Contral Panel

View your basic network information an S eernoer
L..! ( ) % setUpa Connection or Network
Viindows 7 =

SATU-PC Network 2
WGARemo. .., (Thi iter)
wi (This computer}

Choose a connection option
Vien your sctive networks

Aci
& ;"e‘;w”': 2 o @ Connectto the Internet
W public netwark g i s y . y

Setupa I, or dial-up nto the Intemet

:x,, Set up @ new netwerk
= Configure a nen

Change your networking settings

fiGu Setup anew connection or network

Setupa wireless, broadband, dial-up, -
Up a router or access point.

Connect to a workplace
up a dial-up or VPN connection to

your workp

Orade VM

Vir tualBox Connect to a network

Set up 2 dial-up connection
ect to the Internet u:

connection,

Connect or reconnect to 3 wireless, w

[——

& @ (v [ | B Rrihtcal

=10l

WPH_§

“ and Sharing Center ~ k23 [ seerch Contral Panel 2]

View your basic network I apem——r————"
L..! _— a i Connect to a Workplace

SATU-PC T
(This computer)

Windows 7
WGA Remo

bhytes
hytes
bytes
bytes

How do you want to connect?
Vien your active networks —

< Use my Internet connection (VPN)
& Network 2 Connect using a virtus! private network (VPN) connection through the Internst.
Setupa wireless, b

Public network
Up a router or acces bl ey

x !
Change your networking settin| a&
Connect directly to & phone number without going through the Internet.

G Setupanew comne|
=

Orade VM
Vir tualBox Connect to a netwo

Connect ar reconne. ‘ =

What is a VPN cennecticy

Reply from
Reply from

2 [ ) B a,rufzm

& & el (T | B Frchtct




16. inputkan ip public pptp server (OfficeA).

3

=1
Recyde Bin VPN

=1l n

mikrofik

“ and Sharing Center ~ k23 [ seerch Contral Panel

View your basic network I apem——r————"
L..! _— a i Connect to a Workplace

Viindows 7
SATU-PC I
WGA Remo. . : s
Hee (Thie computer)
Type the Internet address to connect to
View your active networks —
Your netwerk administrator can give you this address.
& Network 2
W Public network Vet ad s |192‘158.100.1
Office A
Change yaur networking settin Beurationpame I e 4
G Setupanew comne|
= Setupawieless, b
Up a router or acces e st t
Orade VM : 8 ~4
iy Connect to s netwo I~ Allow other people to use this connection Reply From 8 bytes=32 £ 25 %ms TTL
Connect ar reconne This aptian allows anyene with access to this computer to use this connection. Reply from B8.8.8 hytes=32 tim ms_TTL
R 2 t £ Reply from 8.8.8.8: hytes—32 time-33ms TIL-
¥ | Dotk contiect oy ust et it up so L can conmect dater Reply from 8.8.8 hytes 284ms TTL
= () P Reply from 8 hutes=32 t >34ms TTL
Reply from 8.8.8 bytes=32 time=33ms TTL=|

0 =1l

VN =10l x|

“and Sharing Center ~ |63 [ seerch cantral Panel @‘

R - Connccttoaworkpoee
L..! _— a i Connect to a Workplace

SATU-PC T
(This computer)

Windows 7
WGA Remo

bhytes
hytes
bytes
bytes

Type your user name and password
View your active networks —

laptop
& Network 2 User name: I
™ Public network

Possword: [+

™ Show characters
Change your networking settin

G Setupan
=

Setupawireless, b
Up & router or acces

Crember this pasawon

onne |

Demain (eptional: [

Orade VM
Vir tualBox Connect to a netwo
Connect ar reconne
PSR

n
Reply from
Request tim

&R v | @ [Mrghtcn




18. tes koneksi.

2 [Runming] - Orscle VH Virtualgax =10l x|

Recyde Bin

Jrganize >  Start this connection  Rename this connection  Delete this connection 2

Local Area Connection
Metwork 2

Windows 7
o Intel(R) PRO/1000 MT Desktop Adzp...

WGA Remo. .,

User name:
Orade VM

Vir tualBox

Password: | To change the saved password, cick here]

Demain [

TONIRIRINI O NINIRG DD RINI N N N RARI D B3 NI R RN

time=33ms

¥ Sava this usér name and password for the following usars:

& Meorly
By € Arpone who uses: Hils computer

Correzt | Cancal Propaties | Hep |

B0 e
B C e o | @ [rghten

oo D @ 53] € |5 1=
19. koneksi on, tes ping ke jaringan LAN Office A.

E‘ il wz[mmu;] - Oracle VM VirtsalBox

\Windows\system32\cmd.exe
Connection—specific SufFix

Zomnections - EREE  Link-local IPu -
@ IPv4 Address. . 2 &

Subnet Mask < -

ame this connection > Default Gateway . Z 2

Recyde Bin

255 255 255 255
: 8.8.8.

G Ethernet adapter Local Area Connection:
2l Office A Connection—specific DNS Suffix
Windows 7 VEN_ Sy WAN Miriport (PFTF) Link-local IPu6 Address . . .
Al 1Pu4 Address. . . - . .
Subnet Mask . . . . . .

Default Gateway . . . .

fe8@::1d78:2c5c:9758:5c911

3 192.168.28.2 time=34ms TT
. @ 255.255.255.8 d ou
- @ 192.168.28.1 Repl: 8 time=34ms TT

33ms TT
Tunnel adapter isatap.{23ECFD23-8D5D-4F38-AEAB-BD?66FF2D6HACY :

Media State . . . . . . . . . . . @ Media disconnected
Connection-specific DNS Suffix .

Tunnel adapter Local Arvea Connectionx 9:

Media State . . . . . . . . . . . @ Media disconnected
Connection-specific DN§ Suffix . :

Tunnel adapter isatap.{219FPAFE-D2C3-41DD-9235-B72CB2FES5ED} :

Media State . . . . . . . . . . . @ Media disconnected
Orade VM Connection-specific DNE Suffix . :

Ortiel C:\Usersisatudping 192.168.10.2
Pinging 192.168.10.2 with 32 hutes of data:
ply v ~i68l1m. tes=33 time=ims TT

by
Reply from 192.168.10.2: bytes

Ping statistics for 192.168.18.2:

Packets: Sent = 4, Received

Approxinate round trip tines in mil
Hinimum - ims, Haximun - ims, A

G @ ol [0 | B Rriantel




20. copy folder dari LAN officeA yg sblmunya sudah di share.

Recyde Bin ) s mikrotik
— Connection—specific DNS
Link-local IPub Address Bc?:££88 1 ab4cn1?
IPu4 Address. . - . . - 168.8
Subnet Mask . . . . . . 255 255 955 255

3ame ths conniection Default Gateway . . . 6.8.8.8
m 5 Ethernet adapter Local Area Connection:

s Office A Connection-specific DNS Suffix 5
i i WAN Miniport (PPTP) Link-local IPub Address - . . -
Al 1Pu4 Address. . . EEEE
Subnet Mask . . . - . 255 255 3559
Default Gateway - 11:14 192 168.20.1

fe8@::1d78:2c5c:9758:5c911

~ Network = 192,168,10.2 » Users - satu = Desktop ~ v [ [ search Desktop

Organize > 5 Open Incudeinlbrary v  New folder

 Favorites Name - | pate modiied | o
y

I Desktop
& Downloads

%] Recent Dlares

Orade VM
bk CIEEE—

Type the name of a pragram, folder, dacument, or Internet
resource, and Windows will open itfor you,

[fic2165 202 =l

TN N R R0 00 N R R 1 1) R R R 13 02 R NI B N R R )
o

Cancel |
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