HOTSPOT + PROXY

WAN - MIKROTIK - LAN

WAN :192.168.1.88/24 static

MIKROTIK ETH1:192.168.1.252/24 static
MIKROTIK ETHZ2 : 192.168.88.1/24 dhcp server

LAN : 192.168.88.0/24 dhcp

1. set hotspot

Hotspot
Servers |mm|m|mm|m|m|rm\sﬂucemu|waledmum|_\

IEIE | Reset HTML || Hr:t_qxt!ietup|

|Name / | Interface |Address Pool | Profile |Addresse... |

Hotspot Setup

| Back || Mext H Cam:el|

Oitems




2. tes client
< B o) 1410

internet hotspot > login - Mozilla Firefox
internet hotspot > login
v €| | Q search

. ©192.168.88.1/login

login |admin

password

HOTSPOT GATEWAY




3. buat profil untuk pembatasan kecepatan internet client

Hotspot (O[]
Server rofles Users User Profiles Active Hoss 1P Bindings Sence Ports Walled Garden Walled Garden IP ListCookies ..
Name

Jﬁ ) |m T-B|]IIE Timeout |g‘m u__|mem{m | Hotsp ser Profile <limits= E m
default none 1 m- III
Name: ||| cancer
Address Pool: |none [=] Apply
Session Timeout| |-
]IleT.ml:|ncne ||3| -
Keepalive Timeout| 00:02:00 [PS
Status Auterefresh:| 00:01:00 |
Shared Users: |50 |~
Rate Limit (ngt): | 256k/256k | =

2items (1 selected)

Add MAC Cookie
MAC Cookie Timeout] 3d 00:00:00 |

Address List: | =
Incoming Filter] | »
Outgeing Filter] |-

Incoming Packet Mark |+
Outgoing Packet Mark |-
mml’ageﬂalways ||;|

Tmnqlan:nll’lmqr

default




4. tambahkan user (pilih profil limits untuk user biasa)

Hotspot

Server Profiles Users ‘I.herl’uﬂml M:lne| I-Ilm| PWMM| Wﬂed(hdﬁh‘ﬂed(hﬂmlﬂj*tﬁlﬁa| . |

EE‘ |SZ Reset Counters”nu ResetA.IICmnters|
Server

/ |Name |Address |MAC Address | Profile |uptime | v

Eall admin default 00:00:00

New Hotspot User

SO P—

C

Server: |all [E3 Cancel
MName: |pad|i | Apply
Password: |****** | -
Address: | | b
MAC Address: | -

Profile: = A
Routes: | | b
. Reset Counters
Email: | | b

Reset All Counters

5. daftar user yg online

Huotspat
SEI'IIEI'PnﬂEBl I.IBHB| User Profiles Active ‘Hnﬂs| PWMM| wummuﬁwmmﬂmrlﬂtmﬂ . |
El

Server 7 |user |Domain | Address |uptime  |Idle Time  |Session Time .|RxRate |TxRate | |+
hotspotl  admin 192.168.38.254 00.23:38 00:00:01 1343 bps 1748 bps 5




6. fambahkan ip/mac untuk akses langsung tanpa login

Hotspot

#[=] [#][&] (= [¥]

Sl:l'llerl’nﬂes| I.Iﬁl:ls| lhl:rl’nﬁex| hﬂive| Hosts D’Bi"ﬂiﬁﬂ4mm|s| 'ﬂaled(hlde+“'aledﬁalﬂﬂl]1li4tﬁlﬁ|.$| - |

-

7. ganti login page

# | |MACAddress \Address |To Address |server
MNew Hotspot IP Binding
MAC Address: | oK
Address: 7 Cancel
To Address: b Apply
Server |all [=]
Type: |regu|ar ||3|
Remove
Ditems
enabled

File List =] E3
] [ oacu | e
|Fi|e Name 4 |T3rpe Size |C‘.reatim Time hal
[ hotspot directory |an/02/1970 04:02:29 | *
Ehutspntfalugin.html html file 1346 B |an/02/1370 04:02:31 ]

= hotspot/error. html it file 1335B Jan/02/1970 04:02:29

= hotspotferrors. et ot file 36158 Janf02/1970 04:02:31

[ hotspotfimg directory Janf02/1370 04:02:29

[= hotspoty/ima/fimg.jpg Jjpag file 2Z702KiB  |an/02/1370 04:02:31

[ hotspot/img/loginpage_02.jE .jpg file le.@KiB Jan/021370 04:02:30

EIhutspntfimgfluginpage_ﬂijp Jjpa file 57.1KiB ]anf02/1370 04:02:30

[= hotspotfima/loginpage_D4.jp jpg file 463 KiB  Jan/02/1970 04:02:30

[=| hotspotfima/floginpage_05.jp jpg file 15.3KiB  Jan/02/1970 04:02:30

[=| hotspotfimg/floginpage_06jp jpg file 284 KiB Jan/021970 04:02:30

[=| hotspotfimg/floginpage_07j jpg file 2l 4KiB Jan/02/1370 04:02:30
[= hotspot/img/loginpage_0&jE _jpg file 643 KiB Jan/02/1370 04:02:30 |

[ hotspot/img/loginpage_02.jp jpg file 15.3KiB  Jan/02/1370 04:02:30

[ hotspet/img/loginpage_10jE .jpg file 7.3KiB |an/02/1370 04:02:30

EIhutspntfimgfluginpage_ll.jp Jjpa file 36.0KIiB  |anf02/1370 04:02:30

[ hotspotfima/loginpage_12j jpg file 11.1KiB Jan/021970 04:02:31

[=| hotspotfima/floginpage_13jp jpg file 305KIB  Jan/02/1970 04:02:30

[=| hotspotfimg/floginpage_14jp jpg file 25.8KiB  Jan/021970 040223

[=| hotspotfimg/flogohotspot.png .png file 1135KiB  |an/02/1370 04:02:31
[= hotspot/login. html html file 40148 Jan /021370 04:02:31 ||
= hotspot/logout.html .html file 19268 Janf02/1370 04:.02:31 *

37 items |17.6 MiB of 512.0 MiB used |96% free




8. tes client

Lambang Jaya Hotspot | Status - Mozilla Firefox ¥ < m 4) 14:41
Lambang Jaya Hotspot ... * W

[

€ @ 192.168.88.1/ ~ || Q sear e & & & =

Lambang Jaya Group

Industrial, Agriculture, Transportation, Equipment Manudacturing, Building Construction, Tapioca starch Processeing Plant
1. Raya Hajimena Km. 14 No.165 Natar-Lampung Selatan

Telp. (0721) 703895 Fax. (0721) 703631

e

—

3 ©
5 Limbne iy

Welcome admin!

IP Add : 192.168.88.254
Up/Down : 2.7 MIB/918.7 KIB
Connected : 30m54s

Status Refresh : 1m

s
—
.
B
a/
=

0

)y

9. buat ssl certificate untuk login page yg aman

"openssl| genrsa -des3 -out hotspot.key 1024"

. padli@raisa: ~/Desktop

padli@raisa: ~ x | padli@raisa: ~/Desktop x

padli@raisa:~/DesktopS$ openssl genrsa -des3 -out hotspot.key 1024
Generating RSA private key, 1824 bit long modulus

++++++

++++++

e is 65537 (Ox10001)

Enter pass phrase for hotspot.key:

Verifying - Enter pass phrase for hotspot.key:
padli@raisa:~/Desktop$s i




"openssl| req -new -key hotspot.key -out hotspot.csr”

padli@raisa:~/DesktopS openssl req -new -key hotspot.key -out hotspot.csr
Enter pass phrase for hotspot.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:id

State or Province Name (full name) [Some-State]:lampung
Locality Name (eg, city) []:natar

Organization Name (eg, company) [Internet Widgits Pty Ltd]:1j
Organizational Unit MName (eg, section) []:it

Common MName (e.g. server FQDN or YOUR name) []:padli

Emaill Address []:padliyulian@ymail.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
padli@raisa:~/Desktop$

"openssl| x509 -req -days 10000 -in hotspot.csr -signkey hotspot.key -out hotspot.crt”

padli@raisa: ~/Desktop

padli@raisa: ~ x | padli@raisa: ~/Desktop b4

padli@raisa:~/DesktopS$ openssl x509 -req -days 10008 -in hotspot.csr -signkey ho
tspot.key -out hotspot.crt

Signature ok
subject=/C=id/S5T=lampung/L=natarf0=1j/0U=1t/CN=padli/emailAddress=padliyulian@ym

ail.com

Getting Private key
Enter pass phrase for hotspot.key:
padli@raisa:~/Desktops ]




10. copy cert lewat winbox

admin@192.168.88.1 (MikroTik) - WinBox v6.19 on RB450G (mipsbe)

Hide Passwords B (7}

+[type [size
@hotspotlalugm.html .html file 1346 B Jan/02/1970 04:02:31
B hotspot/error.html .html file 13356 |an/0Z/1970 04.0229
B hotspot/errors. ot file 3615B  Jan/02/1970 04:02:31
B hotspot/hotspot.crt .crtfile 912B  Jan/02/1970 04:28:45
[ hotspot/hotspat key keyfile 951B  Jan/02/1970 04:28:45
[ hotspot/img directory 1an/02/1370 04:0223
[El hotspot/img/ima_jpg jpa file 270.2KiB  Jan/0Z/1970 04:02 31
[l hotspot/img/loginpage_02jp jpg file 168KiB  Jan/02/1370 04:02:30
[l hotspot/img/loginpage_03jp jpg file S7.1KIB  Jan/02/1970 04:02:30
[l hotspot/img/loginpage_04jp jpg file 469KiB  )an/02/1370 04:0230
El hotspot/img/loginpage_05p _jpg file 153KiB  Jan/02/1970 04:02:30
[l hotspot/img/loginpage_06.,p jpg file 284KiB  Jan/02/1970 04:02:30
El hotspot/img/loginpage_07.p jpg file 8L4KiB Jan/02/1970 04:02:30
[El hotspot/img/loginpage_08,p jpg file 645KiB  Jan/02/1970 04:02:30
[El hotspot/img/leginpage_09.jp jpg file 153KiB  Jan/02/1970 04:02:30
[El hotspot/img/leginpage_10,p jpg file 75KiB  Jan/02/1970 04:02:30
[l hotspot/img/leginpage_11jp jpg file 36.0KiB  Jan/02/1970 04:02:30
B Bl AT T e
33 items (1 selected) 17.6 MiB of 512.0 MiB used 96% free

11. import cert

Certificates

Cﬂﬁﬁcates‘msuﬂs| SCEPRA Requests OTP

EE | Import || CardReinstaII” Carnven'fy” Revoke || &eateCertRequest|

|Name ¢ | Issuer |[keysize [Daysvalid  [Trusted [ScEPURL Fingerprint || ¥

Import

Only File: | hotspot/hotspot.crt

Passphrase: |******|

33 items (1 selected) |17.6 MiB of 512.0 MiB used




Certificates
CEI'ﬁﬁCﬂtES‘ H.‘.EI'Sum| E.‘.EPIIA| Ihmnndx| m‘l'|

EE | Imnport || CardReinstaIl“ Card\l'en'fy” Revoke || &eateCert_Request|

|Name ¢ |1ssuer |KeySize |Daysvalid  [Trusted [SCEPURL

T cert_1 C=id,ST=lampung,L=. 1024 3267 yes

Import

(LT ST N otspot/h otspot. key

Passphrase: |******

1item

12. set hotspot server profile

[#[[=] [7]

Servers Server Profiles| Users User Profiles Active Hosts TP Bindings Service Ports Walled Garden Walled Garden 1P List..

Name / |DNSName  [HTML Directory  |Rate Limit (g |
default hotspot
& hsprofl hotspot

:| Hotspot Server Profile <hsprofls

Gmuaangin|m5|

[ oc ]
[ mac Cookie
HTTP CHAP HTTPS
[] HTTP PAP [ Trial
[] MAC Cookie

MACAuth Password: [ |

Zitems (1 selected) HTTP Cookie Lifetime 3d 00:00:00

ss. Certificate EENN | ¥ |

]

E

E [] split User Domain

. Tral Uptime Limiop3s00 ]
33 items| |1 item Trial Uptime Reset]1d 00:00:00

Trial User Profile:E




13. set service ssl

v|x/ |7

\Name + | Port Available From Certificate |-
@ api 3728
@ api-ssl 87239 none
& fip 21
& 55h 22
@ telnet 23 |
@ winbox 3291
@ v 20
i @ wann-55] 443 cert_1
q
q
IP Service
Mame: |mssl | 0K
Part: | Cancel
Available From:| | & Apply
: Certificate: |cert_1 * |- i
Bitems (L sel cert_ [E3 I
enabled

14. tes client perhatikan url (dari http ke https)

Untrusted Connection - Mozilla Firefox

€ ) @ https://192.168.88.1/login v @|| Q search wB &§ & & =

— g O = | This Connection is Untrusted
You have asked Firefox to connect securely to 192.168.88.1, but we can't confirm that your connection
is secure.
Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.
—
What Should | Do?
- IF you usually connect to this site without problems, this error could mean that someone is trying to
R impersonate the site, and you shouldn't continue.
| Getme out of here! |

Technical Details

1 Understand the Risks



Lambang Jaya Hotspot - Mozilla Firefox < E €) 1514 %
Lambang Jaya Hotspot % W&

& https://192.168.88.1/login?dst=http%3A%2F%2Fyahoo.com%:2F v C||Q search wBe ¥ & & =

Lambang Jaya Group
Industrial, Agriculture, Transportaton, Equipment Manwéacturing, Bulding Construction, Tapioca starch Processeing Plant
g Selatan.

L Raya Hajimena Km. 1¢ No 165 Natar-Lampun;
Telp. (0721) 703595 Fax (0721) 703631
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Dok 15/05/2015 padliyulian@ymail.com



